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 Rama de la sequridad informatica
 Aprovechar un fallo para realizar otra accion
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foo() with 11 A’s foo() with 150 A’s
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o Dabta Execubion Prevenbtion

o Impide la ejecucion de codigo en
el stack



€4 Immunity Debugger - EBM2ZMP3Converter.exe - [CPU - main thread]
File View Debug Plugins ImmLib Opticns Window Help Jobs
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Imona jmp -r esp
‘[1'?:1'?:31] Access wiolation when executing [BA15F6141 — use Shift+F7?-F8.-F9 to pass_ '_Paused
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ASLK

o Address Sp&te Lajauﬁ Randomizakion
o Proteccion a la hora de &Qmpitar

o Evita la pr&dw&iém de direcciones de
MEWIOT LA



FEAYARAEA Modu les
rE15888E8 Modu les
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C:=llindows~syswowed~comd la32.dL L
Cr:llindows~syswowed~G0I32.dL 1
Cr:lindows~syswowed~LPE.dL L
C:llindows~syswowed~kerne l32.dL L
C:=lindows~syswowsd~SHLWAFI.dL L
C:=llindows~syswowed~msucrt.dl |
Crlindows~syswowed~MHSI.dl L
C:=llindows~syswowsd~WLOAP32.dl 1
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Caslindows~syswowcd-~EPCET4.dL L
Ca=lindows~system32~IMM32.0LL
Czslindows~syswowcd~CEYFT22.d1 1
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C: NPragram
Cz~Program
C:~Program
C:~Frogram
Cz~Program
C:~Program
C:~Program
C:~FProgram
C:~Program
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C:~Program
C:~Program
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[#26]-~Easy
[H36]~Easy
[#36]-~Easy
(#2351 ~Easy
(#2561 -~Easy
[#26]-~Easy
[#36]-~Easy
[#35]1~Easy
[HBE]\EBSH
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[#36)~Easy
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[#36)~Easy
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[#36])~Easy
[#36])~Easy
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Converter-MSEMCcodecAl.dl L
Converter-BM2MPIConwerter.exde
Converter-MSEMf i lterB2.dl L
Conwverter~MSEMf L lterdl.dl L
Converter-wmat imer.dl L
Converter-MSLog.dl L
Converter-MSEMCcodecBA.,
Conwverter~MSEMCocodeca?z.
Conwverter~MSEMf L Lterd3.

Converter~MSEMCcodec@dl..dl L
Converter~MSEMf L lterd2.dl L
Conwverterswmat imer.dl L
Converter~BMZMPIConverter.exde
Conwverter~MSLog.dll
Conwverter~MSEMf L lterdl.dl L
Conwverter~MSEMCcodecd@. dl L
Conwverter~MSEMCcodecdz.dl L
Converter~MSEMf L lterB3.dl L




ijass ASLRK

o Evikar el uso de ASLR
o Sobre-eseritura parcial de la direceidon
o Fuerza bruba sobre la dirececidn

o Leale de memoria

7.0.7600.16385 [MsvcPe0.dl11] (c:"- indows'\system32'\MsSVCP60.d11)
True True 6.1.7600.16385 [wInNMM.d11] (C:™ dows’, systemBZ VWINMM, d11)
True True 6.1.7600.16385 [profapi.dll] (C:‘windows® systemazxprofap1 d11)
True 8.00.7600.16385 [urImon.d11] (C:‘“windows"syswowb4 urlmon.dl11)
O [RMZMPBConverter exe] \Program F11e 86)\Ea5
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. 7600. 16385 ECRYPTBZ d11] (c 1ndows~syswow64\CRYPT32 d11)
.7601.17514 [MsasNl.d11] (cC: \W1ndow5xsyswow64 WSASNL. d11)
.7600.16385 [wship6.d11] (C:‘Windows'sSystem32 w3h1p6 d11)
.7600.16385 [kernel32.d11] (c: \W1ndows*syawow64 kernel132.d11)
.7600.16385 [msvcrt.dll <\ windows'\syswowsd \msvert. dl]




